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What happened



Cyberattack shutters Change Healthcare 
operations
• On Feb. 21, Change Healthcare began 

experiencing a cyber security issue and 
isolated its systems to prevent further impact.

• As a result, all electronic transactions were 
shut down.

• Optum, UnitedHealthcare, and UnitedHealth 
Group (UHG) systems were not affected by 
the issue.



Change Healthcare
• One of the largest health information exchange (HIE) platforms in the U.S

o manages 15 billion claims a year, totaling over $1.5 trillion
o Also has scheduling, decision support, patient portals and secure messaging functions

• Purchased by United Healthcare Group in 2022



Cyberattack: Ransomware
• BlackCat (ALPHV) claimed responsibility.

• Planted malware that encrypted data making it inaccessible until a ransom is 
paid

• $22 million was demanded and allegedly paid by UHG



Academy urges government to step in

March 4 letter to top 
officials at HHS & 

CMS urging 
financial assistance 

and flexibilities

March 7 meeting 
with HHS leaders 
hosted by AMA



HHS/CMS's response after physician 
community outcry
• Instructing MACs to expedite processing of EDI change 

paperwork

• Providing a blanket waiver for paper claims submission

• Encouraging Medicare Advantage, Part D, Medicaid, and 
commercial payors to relax prior authorization, timely filing and 
other utilization management

• Urging other payors to offer financial assistance



HHS/CMS's response after physician 
community outcry
• Working with States to open financial assistance for Medicaid 

providers
o Confirmed Managed Care Medicaid plans already have this authority

• Pushed PY 2023 MIPS data submission to April 15

• Reopened PY 2023 MIPS Extreme & Uncontrollable 
Circumstances Application until April 15

• Office of Civil Rights to investigate whether HIPAA breach 
occurred



Academy demands UHG action

March 12 letter to 
UHG President 

demanding action 
on unresolved 

issues

Weekly/bi-weekly 
status update calls 

with UHG 
leadership



Latest news
• March 9 – CMS opens advance payments for Part B 

providers/suppliers

• March 11 – UHG extends emergency financial assistance to 
practices experiencing claims submission issue
o United Healthcare opens advance payment program to network providers

• UHG started testing claims submission network on March 18 and 
rolling out connectivity throughout the coming weeks



What practices can do



Workarounds are poor, but may be necessary 
for some practices
• Communicate directly with practice management vendors on recommended 

options

• Pivot to another clearinghouse
o UHG is steering impacted providers toward their Optum I-EDI product

• Manually submit claims, pull remittances, and check eligibility via payor 
portals

• Paper claims submission to the MACs if needed
o No waiver needed per CMS



Financial Assistance Resources
• Optum Pay Temporary Financial Assistance – Inquiry Form

• Advance Payments for Part B Providers/Suppliers

• Check with your other payors to see if they are also offering prospective 
payments or other financial assistance.
o Be wary of additional fees for premium electronic transaction services (e.g., Optum Pay 

Premium subscription).

Application processed through your MAC
Cigna Government Services (PDF) Noridian
First Coast Service Options (PDF) Novitas
National Government Services (PDF) WPS Government Health Administrators (PDF)
Palmetto J (PDF) Palmetto M (PDF)

https://www.optum.com/en/business/providers/health-systems/payments-lending-solutions/optum-pay/temporary-funding-assistance/temporary-funding-inquiry-form.html
https://www.cgsmedicare.com/pdf/chopd_template.pdf
https://med.noridianmedicare.com/web/jeb/article-detail/-/view/10525/change-healthcare-security-incident
https://medicare.fcso.com/wrapped/0508593.pdf
https://www.novitas-solutions.com/webcenter/portal/MedicareJH/pagebyid?contentId=00288383
https://www.ngsmedicare.com/documents/20124/121641/1770_041320_request_adv_payment_form_j6jk_508.pdf/b69d74e3-4427-30f5-47f4-80024ad4c260?t=1655195197960
https://med.wpsgha.com/uploads/CHOPD_Attachment_C_Tagged_Reader_Extended_774efa184c.pdf
https://www.palmettogba.com/palmetto/providers.nsf/Files/FN-JJ-B-CHOPD.pdf/$FILE/FN-JJ-B-CHOPD.pdf
https://www.palmettogba.com/palmetto/providers.nsf/Files/FN-JM-B-CHOPD.pdf/$FILE/FN-JM-B-CHOPD.pdf


What happens when the lights come 
back on?



Be prepared for lingering issues
• The Academy expects issues to continue after Change Healthcare 

reconnects claims submission functionality:
o Denials for no prior authorizations
o Denials for timely filing
o Patient eligibility issues
o Duplicate claims
o Claim batches that never made it to the payor

• Develop a plan for how you plan to address these issues.



Stay up to date by 
bookmarking the Academy’s 
resource page:

https://www.aao.org/practice-
management/news-
detail/unitedhealth-group-
optum-change-healthcare-cyber 

https://www.aao.org/practice-management/news-detail/unitedhealth-group-optum-change-healthcare-cyber
https://www.aao.org/practice-management/news-detail/unitedhealth-group-optum-change-healthcare-cyber
https://www.aao.org/practice-management/news-detail/unitedhealth-group-optum-change-healthcare-cyber
https://www.aao.org/practice-management/news-detail/unitedhealth-group-optum-change-healthcare-cyber
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